DWPC Newsletter Topics Covered

Updated 10/7/2019

Vol 8 #6—forty-sixth edition

Security settings are being disabled: Check the status of your antivirus software and Windows
System Restore

It’s nearing the holidays, again—tech gift suggestions

Keep your backup hard disk drive disconnected to avoid ransomware issues: Some ransomware
can scramble data on your USB or network connected drives

Microsoft has released Windows 10 V. 1903

Less than 3 months before the Windows 7 end-of-life, January, 2020; Microsoft will stop
offering support and updates to Windows 7, after January 14, 2020

Scam and fraud resources

Shortened Java and QuickTime vulnerabilities blurb

Vol 8 #5—forty-fifth edition

Less than 5 months before the Windows 7 end-of-life, January, 2020; Microsoft will stop
offering support and updates to Windows 7, after January 14, 2020

I didn’t make that phone call! People are “spoofing” phone numbers

What do you mean my Windows 10 won’t be supported?! Update your Windows version!
More Scams! US-CERT warns about tax scams

Ransomware still out there! Florida city pays over $600,000 to cyberterrorists: Riviera City FL
data encrypted, May 29, 2019 from user opening malicious email attachment

So, your phone’s screen isn’t large enough? Samsung Fold

Hackers exploiting Windows RDP: Use different port and strong password!

Scam and fraud resources

Shortened Java and QuickTime vulnerabilities blurb

Vol 8 #4—forty-third edition

“Reset” Windows 10?7 Know what to expect!

Using VPN for privacy

8K TV ...Really?

Scam and fraud resources

Shortened Java and QuickTime vulnerabilities blurb

Vol 8 #3—forty-third edition

Security guidelines; tips to protect yourself
Samsung’s Galaxy S10 series of phones

Hobby corner—3D Printers

What is a Virtual Machine (VM)?

Scam and fraud resources

Shortened Java and QuickTime vulnerabilities blurb



Vol 8 #2—forty-second edition

Look before your click! How to know where a link will bring you, before clicking
What is a Chromebook?

New regulations for drone licensing; license number must be visible outside drone
Countdown to the end of Windows 7

Scam and fraud resources

Shortened Java and QuickTime vulnerabilities blurb

Vol 8 #1—forty-first edition

Microsoft Windows System Restore . . . are you protected? Windows 10 updates can change
System Restore settings!

Microsoft pulls the Windows 10 1809 update

Would you like help with your new holiday technology?

Comcast is rolling out Amazon Prime: Now Amazon Prime joins HBO as options from your
Comcast box

What is “QLED” or “Quantum Dot” display technology?

What does HDR mean with HDTVs?

What is IPS monitor technology?

Scam and fraud resources

Shortened Java and QuickTime vulnerabilities blurb

Vol 7 #6—fortieth edition—Cryptocurrency Edition

Happy holidays! Holiday gift guide

Potential data loss with Windows Update V. 1809!—back up before upgrading!
What is cryptocurrency?

What is malicious cryptomining?

How do I update my Internet gateway?

Are you virus-free? Default periodic scans may only be “quick™ scans

Scam and fraud resources

Shortened Java and QuickTime vulnerabilities blurb

Vol 7 #5—thirty-ninth edition

‘NET NEUTRALITY GONE! Update

What is “Windows 10 in S mode?” Only run apps from the MS Store!
Crystal ball for postal mail and packages: USPS Informed Delivery
What audio system is right for my TV and movie viewing?

New sextortion email scam uses exposed passwords to provide legitimacy
Should I lease or purchase my modem or gateway?

Scam and fraud resources

Shortened Java and QuickTime vulnerabilities blurb

Vol 7 #4—thirty-eighth edition
‘NET NEUTRALITY RESTORED??



“Brain Food” phishing attack

CERT warns of SOHO router attacks; upgrade firmware and restart your router!

Are you really backing up your computer?

May still be able to upgrade Windows 7 & 8.1 PCs to Windows 10, for free

Privacy Week, May 14-18; FTC provided resources; https://www.us-cert.gov/ncas/current-
activity/2018/05/14/FTC-Promotes-Privacy-Awareness-Week

What is the “Dark Web?”

Scam and fraud resources

Shortened Java and QuickTime vulnerabilities blurb

Vol 7 #3—thirty-seventh edition

Privacy concerns with Verizon’s “Oath”

Samsung Galaxy S9 and S9+

CPU, GPU, APU—what are these?

CERT alerts about phishing and tech support scams!
Windows 7 end-of-life January, 2020

Android apps found with surveillance malware!

It’s not too late for ‘Net Neutrality!

Scam and fraud resources

Shortened Java and QuickTime vulnerabilities blurb

Vol 7 #2—thirty-sixth edition

New distracted driving laws: BlueTooth options for the car

GigmoGadget: Help keep your children safe with this smartwatch

Keep yourself safe . . . really! Don’t let yourself get scammed by pop-ups or phone calls
What the loss of Net neutrality can mean to you

Block ads while surfing the Internet

Scam and fraud resources

Shortened Java and QuickTime vulnerabilities blurb

Vol 7 #1—thirty-fifth edition

I just want to play with my new toy! Let DWPC read the manual for you . . .
Security appliances; Norton Core

Remove all data before recycling electronics!

Any important data should be backed up! Backup options

Monitor ISP email! — Does your ISP require a new address? You should check it!
Scam and fraud resources

Shortened Java and QuickTime vulnerabilities blurb

Vol 6 #6—thirty-fourth edition

Holiday gift list, 2017

IT°S NOT REALLY MICROSOFT! — “Just say no” to “Microsoft” support scams
Wireless Security Hacked! US CERT issues warning about WPA2 hack

Do I need a new router?



More restrictive distracted driving laws in Oregon!

How do I dispose of my old electronics? Oregon e-Cycles
Scam and fraud resources

Shortened Java and QuickTime vulnerabilities blurb

Vol 6 #5—thirty-third edition

Ransomware abounds! New variant of the “Petya” ransomware worm virus
Windows 10 Creator’s Update available; new features and how to get the update
FBI announces privacy concerns with children’s toys

Apple announces its iPhone 7

Net Neutrality and what it means to you

Scam and fraud resources

Shortened Java and QuickTime vulnerabilities blurb

Vol 6 #4—thirty-second edition

The “WannaCry” ransomware virus; what happened

Microsoft releases Windows XP SP3 patch for WannaCry vulnerability
Use your notebook computer as a desktop replacement

Samsung Galaxy s8

What happens to my email if I leave Frontier or Comcast?

LED lighting update

Scam and fraud resources

Shortened Java and QuickTime vulnerabilities blurb

Vol 6 #3—thirty-first edition

Do I need a new computer?

How can I speed up my computer? RAM upgrades and maintenance

Microsoft Office licensing—unraveling the confusion

Password reminder—change and use strong passwords—and WRITE THEM DOWN!
Encourage your daughters and granddaughters to get involved in STEM

Wireless surround options

Last Windows Vista “sunset” reminder: Vista support ended, 4/11/2017

Scam and fraud resources

Shortened Java and QuickTime vulnerabilities blurb

Vol 6 #2—thirtieth edition

Do you still have tech from Christmas in its box? Let us help you make it work!
Browser-based Malware; Hijacking browsers, “call to fix”

Careful where you click! Check the destination URL before clicking

Protect yourself with “strong” passwords (and multi-step authentication)!
Ransomware update: ~40% of spam in 2016 included ransomware!

Microsoft Windows “license expired” SCAM—Phone calls

Windows Vista “sunset” reminder: Vista support ends, 4/11/2017

Scam and fraud resources



Shortened Java and QuickTime vulnerabilities blurb

Vol 6 #1—twenty-ninth edition

Massive DDoS attack, 10/21/2016 affected many Websites—and why you can help avoid these;
explain DDoS attacks, some of the sites affected with this attack and changing your default
password to a “strong” password

What’s this wireless “alphabet soup”?

Why did my Windows 10 Desktop switch to look like Windows 8?7 Tablet Mode

Windows Vista “sunset” reminder: Vista support ends, 4/11/2017

Why can’t I control things in Windows 10, like in earlier Windows versions? Control Panel,
etc.

Scam and fraud resources

Shortened Java and QuickTime vulnerabilities blurb

Vol 5 #6—twenty-eighth edition

The holidays are nearly upon us!

Apple’s new iPhone 7, 7 Plus and Apple Watch Series 2
What’s the “Internet of Things” (IoT)?

Virtual Desktops with Windows 10

“Microsoft” scams—revisited

Scam and fraud resources

Shortened Java and QuickTime vulnerabilities blurb

Vol 5 #5—twenty-seventh edition

Back up your data!

What if I already had a computer crash and lost data?

“Ransomware” and what you need to know

“Microsoft” support scams, revisited

Why does my Windows 10 look different than yesterday? Win Update changes w/Win 10
Cell Phone / Electronics Insurance/Extended Warranties

We are here for all your technology needs!

Scam and fraud resources

Shortened Java and QuickTime vulnerabilities blurb

Vol 5 #4—twenty-sixth edition

Last chance for the free upgrade to Windows 10!

Rogue Windows 10 upgrades

IMPORTANT—Did you stop a Windows 10 upgrade or revert back? Tasks corrupted?
Why is my Internet connection so slow?

Motorola Droid Turbo 2

We are here for all your technology needs!

Scam and fraud resources

Shortened Java and QuickTime vulnerabilities blurb



Vol 5 #3—twenty-fifth edition

Vulnerabilities in Apple QuickTime! QuickTime is no longer supported
Windows 10 free upgrade ends, July 28

Windows 10 broke my computer! How to revert back and stop the notices
IDON’T WANT WINDOWS 10!

Comcast voice remotes

Samsung Galaxy S7/S7 Edge

Windows Vista EOL in less than a year!

Scam and fraud resources

Shortened Java vulnerabilities blurb

Vol 5 #2—twenty-fourth edition

Windows 10 Update--privacy

Let DWPC help you use your new technology gifts!
Windows 8 EOL, 1/12/2016—must upgrade to Windows 8.1 [then 107?]
Microsoft IE EOL for some versions

Are you protected against viruses?

LED lamp update

DWPC changes for 2016—new LLC, rates

Drones must be registered

Scam and fraud resources

Shortened Java vulnerabilities blurb

Vol 5 #1—twenty-third edition

Windows 10 Update

Let DWPC help you use your new technology gifts!

Comcast X1 Rebuilt; new options, save to Cloud, pause and rewind live TV on more boxes
Streaming devices; Amazon Fire TV

Streaming from computers/tablets; Google Chromecast

Streaming from computers/tablets; ActionTec ScreenBeam 2

My Cell Phone can do WHAT! Internet of Things/BlueTooth devices
What is Microsoft Office 3657

Scam and fraud resources

Shortened Java vulnerabilities blurb

Vol 4 #6—twenty-second edition

Windows 10 Update

The holidays are upon us, again . . . Santa’s gift list
What is a 4K monitor?

What is “upscaling™?

3-D Printing?

Scam and fraud resources

Shortened Java vulnerabilities blurb



Vol 4 #5—twenty-first edition

Windows 10 is here!

New (BAD!) twist to "Microsoft support" phone scam--Password-protected computer!
Flash Player vulnerabilities--update Flash Player!

Don't let your Outlook data files get too large!

What are SSDs?

Comcast Apps for Smartphones and Tablets

Holographic Computing--Microsoft HoloLens

Scam and fraud resources

Shortened Java vulnerabilities blurb

Vol 4 #4--twentieth edition

Windows 10 launch July 28, 2015; now accepting reservations, New Microsoft Web browser
for Windows 10

What's this about curved TVs?

What about the Samsung Galaxy s6?

What updates should I install?

Hacker Alert--Hackers send password reset code to cell, call and retrieve the code, change pwd.
Scam and fraud resources

Shortened Java vulnerabilities blurb

Vol 4 #3--nineteenth edition

Windows 10 upgrade will be available free for Windows 7 and 8[.1] users
"Microsoft" support scams; phone calls to "fix" your computer

Are YOU your computer's worst enemy? Read the dialogs!

Posting while vacationing: don't let thieves know you are gone!

New Microsoft Web browser; code name Spartan; for Windows 10
Windows 10 update; Technical Preview Build 9926 is available

Scam and fraud resources

Shortened Java vulnerabilities blurb

Vol 4 #2--Home Theatre edition

The underappreciated center speaker

Compensating for speakers and room acoustics

Should I purchase a monitor or [front] projection system?

Projector technologies; DLP, multi-element DLP, LCD, LASER, LED
Who says the drive in theatre is dead? Use your projector, outside

So, you want a home theatre? What's next? Let DWPC help!

Windows 10 upgrade will be available free for Windows 7 and 8[.1] users
Scam and fraud resources

Shortened Java vulnerabilities blurb

Vol 4 #1
I have been squinting at my monitor . . . larger monitors/multiple monitors



Watch where you charge that USB-charged device! E-cigarettes infecting computers
Be careful opening suspect emails; tracking email with link to malware

What are OLED TVs?

Windows 10 Technical Preview

Are you paying for antivirus software? Use MSE or WD or free Comcast offering
Scam and fraud resources

Shortened Java vulnerabilities blurb

Vol 3 #6

The holidays are upon us, again! Santa's wish list

Microsoft scraps Windows 8[.1]

The 1Phone 6 is here; and iPhone 6 / iPhone 6 Plus vs. Samsung Galaxy S5

Be extra careful as you make your holiday purchases (credit card vs. debit card; ID theft)
Do I need a new computer?

Scam and fraud resources

Shortened Java vulnerabilities blurb

Vol 3 #5

More Identity Theft (POS systems struck with viruses, Russians steal 1.2B account records)
Comcast "X1 OS" does more tricks

Samsung Galaxy S5 vs. iPhone 5S

Tricks to decrease electricity bill; LED lamps, insulation, shades

What do I do with my old electronics? Oregon E-Cycles; www.deq.state.or.us/lg/ecycle
Scam and fraud resources

Shortened Java vulnerabilities blurb
LAST "Windows XP EOL" message

Vol 3 #4

What do you mean by "Safe Computing"?

Phishing . . . not just for computers, anymore

"Microsoft Support" scam, revisited

Revamped PM program; more malware removal, suggest semi-annually
Wireless virus created--Chameleon

Scam and fraud resources

Shortened Java vulnerabilities blurb

Shortened "Windows XP EOL" message

Vol 3 #3

My computer is slow and has annoying pop-ups or browser redirection; DPWC PM
What is Comcast X1?

How can I reduce my Comcast bill?

Shortened Java vulnerabilities blurb

Windows XP support has ended!

What is malware?



Vol 3 #2

Comcast email servers hacked--change your password!

CrossLoop is out of business . . . remove it from your computer

Shortened Java vulnerabilities blurb

Windows XP EOL Countdown--one month to go!

But I don't want to replace my Windows XP computer! LINUX may be an option
What happens if I continue using my Windows XP computer?

CryptoLocker Update; ransom is now $400!

Vol 3 #1 (January-February, 2014)

Malware Prevention

What is 4K TV?

How does all this new stuff work?! DWPC will help you set up new equipment
Java security alert

Windows XP EOL

Vol 2 #6

CryptoLocker ransomware warning; practice "safe computing"
Microsoft Windows 8.1 is here!

What the heck is Windows 8[.1] RT?

Holiday gifts

Java security alert

Windows XP EOL

DWPC holiday wishes

Vol 2 #5

Microsoft Windows Support SCAM!: People posing as Microsoft representatives calling
people, trying to scam them into support contracts, etc.

Comcast support changes: support demarcation is now out of cable modem or gateway
New Windows 8.1 tablets

What about LINUX?

Java security alert

Windows XP EOL

Vol 2 #4

I really want my Start Menu back . . . Start Menu options for Win8, ClassicShell.net
Windows 8.1 preview is on its way . . .

Do I really need multiple passwords?

How else can I protect my computer? . . . Antivirus, antimalware, safe browsing, updates

Java security alert
Windows XP EOL

Vol 2 #3



The Microsoft Surface Pro tablet computer is here!
3Dornot 3D ...3D TV technologies

Java security alert

Windows XP EOL countdown!

Why does my new TV sound so bad?

Java security alert

Windows XP EOL

Vol 2 #2

Java security alert!

Parents Beware: . . . online predators

Why did I get Windows 8!?! ... no start menu . . .
Do I need to back up my data?

Windows Live Mesh unwoven! . . . replaced by Google Chrome Remote Desktop
Computer infection telephone scam . . . Microsoft has detected viruses . . .

Email hijacking

Vol 2 #1

Still shopping for gifts? . . . more gift ideas

Pets like Christmas, too! . . . FroliCat

Windows 8 has been released!

Save money and do more with your smart phone! . . . use Google Maps and don't pay for GPS
What drivers should [ use? . . . 32 bit or 64 bit?

Google Apps now Google Apps for Business and Google Drive

Google Chrome Remote Desktop

Vol 1 #4

The holidays are upon us . . . with lots of new toys!

So you now have Windows 8 . . .

I WANT Windows 8! . . . explaining what you may be in for

I DON'T WANT Windows 8! . .. new Windows 7 machines are still available

Is it time to consider a new printer?

I REFUSE TO USE 5 REMOTE CONTROLS! . . . universal smart learning remotes
I can do what with BlueTooth?!

Vol 1 #3

What's a QR code?

1Phone or Android?

What about Android or Microsoft Surface tablets?
Why doesn't my WiFi [always] work?

Vol 1 #2
Flame malware
DNSChanger malware



Do you need an iPad?
Personal Hot Spots

Vol 1 #1

DNSChanger malware

Malware prevention

But I have a Mac . . . Macs can have malware, too

Windows XP's end of life

Introduction of Windows 8

What does XP's EOL and Windows 8's introduction mean to you?
Windows 7 machines may not be available much longer
Consumer Preview of Windows 8

Do I need a new computer?



